1 Enterprise Data Management

How organizations establish accountability for data, define its meaning, control access and
use, protect it, and manage it throughout its lifecycle.

2 What Is Enterprise Data Management?

Enterprise data management (EDM) is the set of policies, processes, roles, standards, and
technologies an organization uses to manage data as an organizational asset. It covers the full
data lifecycle, from creation and collection through storage, processing, sharing, archiving,
and eventual deletion.

A database application typically focuses on whether data can be stored, retrieved, and
updated correctly. Enterprise data management asks broader questions: Is the data accurate?
Who is authorized to change it? Can the organization demonstrate where it came from? Is it
allowed to be used for this purpose? How long must it be retained? What happens when the
employee who created it leaves the organization?

At enterprise scale, data is rarely confined to one application. The same customer, employee,
transaction, or business event may appear in operational databases, data warehouses, re-
ports, spreadsheets, document repositories, and analytical models. Managing these copies
consistently is one of the central challenges of EDM.

3 Data Governance and Data Management

Data governance defines the rules and decision-making structure for data. It establishes
policies, accountability, standards, and processes for resolving disputes. Data management is
the practical execution of those rules through people, procedures, and technology.

For example, governance may establish that a customer’s legal name must have one au-
thoritative definition across the enterprise. Data management implements this requirement
through database constraints, validation rules, master-data services, integration processes,
and data-quality monitoring.

Without governance, individual departments tend to develop incompatible definitions and
practices. One department might define an active customer as someone who logged in during
the last 30 days, while another defines an active customer as someone with an open account.
Both definitions may be valid for different purposes, but the organization must document the
distinction.

Governance does not mean that every decision must be made by a central committee. Effective
organizations establish clear enterprise-wide principles while allowing individual teams to
make routine decisions within their authority.



4 Data Ownership, Stewardship, and Custodianship

Enterprise data responsibilities are commonly divided among several roles. The precise
terminology varies between organizations, but the distinctions are important.

Data owner The business authority accountable for a dataset, including its permitted uses, access
rules, quality expectations, and retention requirements. Ownership is usually assigned
to a role or department rather than to the individual who created the data.

Data steward The person responsible for the practical meaning, definitions, quality, and proper use
of data within a business domain. A steward might define valid customer statuses,
investigate duplicate records, and resolve inconsistent values.

Data custodian The team responsible for the technical operation and protection of data. Database
administrators, cloud platform teams, and infrastructure teams often perform custodial
duties such as backups, access provisioning, recovery, and storage management.

Data consumer A person or system that uses data for an authorized business purpose, such as generating
reports, conducting analysis, processing transactions, or training an approved model.

Consider a customer database. The head of the customer operations department might be
the data owner, a business analyst might serve as steward, and the database administration
team might be the custodian. An analyst querying the database is a consumer. These roles
can overlap, especially in smaller organizations, but their responsibilities should remain clear.

Important distinction: Owning data does not necessarily mean owning the database server
or having unrestricted access to every record. Technical control, business accountability, legal
rights, and permission to use data are separate concepts.

5 Records and Non-Records

A record is information created or received in the course of business that serves as evidence of
an activity, decision, transaction, obligation, or other organizational event. Examples include
signed contracts, invoices, transaction confirmations, approved policies, regulatory filings,
and formal business correspondence.

A non-record is information that does not qualify as an organizational record under the appli-
cable policy or records-management rules. Examples may include temporary working notes,
duplicate reference copies, drafts with no independent evidentiary value, and convenience
copies of documents maintained authoritatively elsewhere.

The distinction depends on the information’s purpose, context, and applicable rules—not
simply its file format. An email can be a record if it documents an approval or commitment.
A database row can be a record if it documents a transaction. A spreadsheet may be a formal
financial record, while another spreadsheet is merely a temporary analytical tool.



Organizations must not assume that all electronic information is disposable or that all
information must be retained permanently. Records-management policies define which
materials must be preserved, where authoritative copies belong, and how long they must be
kept. Applicable laws, regulations, contracts, and legal holds can override ordinary deletion
schedules.

6 Data Classification and Sensitivity Levels

Data classification is the process of assigning categories to data according to its sensitivity,
confidentiality, business impact, and handling requirements. Classification helps an organiza-
tion determine who may access data, which systems may store it, how it must be transmitted,
and what protections are necessary.

A common classification scheme is shown below. The labels are illustrative; organizations use
different names and numbers of levels.

Public Information approved for unrestricted public release. Examples include published
annual reports, public product documentation, and published press releases. Public
data still requires appropriate accuracy, integrity, and change controls.

Internal Information intended for employees and authorized organizational users. Examples
include routine internal procedures, meeting notes, and non-sensitive operational docu-
mentation. Accidental external disclosure may be undesirable even if the information is
not highly sensitive.

Confidential Information for which access is limited to authorized people with a business need.
Examples include customer details, employee records, nonpublic financial information,
proprietary source code, and confidential business plans.

Restricted Highly sensitive information subject to especially strict access, storage, monitoring, or
disclosure controls. Examples may include authentication secrets, certain regulated
personal information, sensitive investigation materials, and highly sensitive trading or
security information.

Some organizations use the term classified for sensitive business information, but in government
and national-security settings, classified information has a specific legal meaning; it is
not simply another word for confidential. A government classification scheme may distinguish
Confidential, Secret, and Top Secret, with additional controls where applicable. These labels
should not be mixed casually with an organization’s internal classification scheme.

Classification should generally follow the data throughout its lifecycle, including copies,
exports, reports, and derived datasets. If a confidential database is exported into a spreadsheet,
the spreadsheet does not automatically become safe to distribute merely because it is outside
the database.



7 Data Labeling, Metadata, and the Data Catalog

A classification policy is useful only if people and systems can determine how a dataset is
classified. Organizations therefore use metadata—data that describes other data—to record
information such as business meaning, owner, sensitivity, source, update frequency, permitted
uses, and retention period.

Metadata exists at several levels. A database catalog describes tables, columns, data types,
indexes, and constraints. A business glossary defines terms such as customer, net revenue,
and active account. A data catalog helps users discover datasets and understand their owners,
lineage, quality, and access requirements.

Data labels can be attached to files, database objects, records, or entire datasets. Automated
classification tools may identify likely personal information, account numbers, or other
sensitive fields, but automated detection is imperfect. A field named customer_id, for
example, might contain an internal identifier, a government identifier, or an externally
meaningful account number. Its actual contents and context determine the appropriate
handling.

For database professionals, metadata is not merely documentation. It can support automated
access controls, data discovery, retention workflows, and compliance reporting.

8 Data Access Control and Least Privilege

Data access control determines which users and systems may perform which operations
on particular data. Common permissions include reading, inserting, updating, deleting,
exporting, and administering data. Permission to read a table does not necessarily imply
permission to export the table or change its contents.

The principle of least privilege states that users and systems should receive only the
permissions necessary to perform their assigned tasks. A reporting analyst may need read-
only access to selected columns and rows, while a data engineer may need permission to load
data but not to read sensitive fields in clear text.

Organizations commonly use role-based access control (RBAC), in which permissions are
assigned to roles and users receive those roles. Attribute-based access control (ABAC) makes
decisions using attributes such as department, location, data classification, or purpose of
access. Database views, row-level security, column-level permissions, and masking can enforce
finer-grained restrictions.

Access should be reviewed periodically and removed when no longer needed. Changes
in employment, job duties, project membership, or third-party contracts can make previ-
ously appropriate permissions excessive. Strong systems also record important access and
administrative events in audit logs.

Example: A financial analyst may be allowed to query transaction amounts and dates but
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not customer names or government identification numbers. A view or controlled reporting
interface can provide the required analytical data without exposing unnecessary information.

9 Approved Storage Locations and Systems

An approved storage location is a system or environment that an organization has authorized
for storing particular categories of data. Approval typically depends on security controls,
administrative ownership, encryption, access management, backup and recovery, geographic
location, contractual terms, and regulatory obligations.

Approved locations might include managed relational databases, enterprise data warehouses,
sanctioned cloud storage, document-management platforms, or designated archival systems.
Personal laptops, unapproved cloud drives, consumer file-sharing accounts, removable USB
devices, and personal email may be prohibited for sensitive data—even when technically
convenient.

Approval is not necessarily universal. An organization may permit public data in a broadly
accessible cloud bucket but require confidential customer data to reside in a restricted
environment. Highly sensitive information might require dedicated infrastructure, special
encryption keys, or additional monitoring. The exact rules depend on organizational policy
and applicable requirements.

Database professionals must consider the complete data flow. A secure production database
can still lead to a data incident if its contents are copied into an unapproved development
environment, notebook, log file, or personal spreadsheet. Test environments should use
synthetic or appropriately de-identified data when production data is not authorized.

10 Data Retention, Archival, and Deletion

Data retention defines how long information must or may be kept. Retention periods depend
on the purpose of the data, business needs, applicable laws and regulations, contracts,
litigation risks, and organizational policy. Different types of data may have different retention
periods, even when stored in the same database.

A retention schedule associates categories of records with retention rules and often defines
when the retention clock starts. For example, an organization might retain a particular class
of records for a specified number of years after account closure or contract termination. The
correct period must come from the organization’s applicable requirements; there is no single
universal retention period for all business data.

When information is no longer needed and no preservation obligation applies, it should be
deleted according to approved procedures. Keeping everything forever increases storage costs,
expands the potential impact of a breach, and may violate data-minimization or privacy



requirements. Conversely, deleting records too early can prevent audits, violate obligations,
or destroy evidence needed for a legal proceeding.

Archival means retaining information for longer-term reference, evidence, or compliance, often
in a lower-cost or less frequently accessed environment. Archiving is not the same as deletion.
Archived information remains subject to access controls, retention requirements, and eventual
disposition.

10.1 Legal Holds and Preservation Exceptions

A legal hold suspends ordinary destruction of potentially relevant information because of
anticipated or ongoing litigation, investigations, or other preservation obligations. A hold
may apply to databases, email, chat messages, backups, documents, and other electronically
stored information.

A retention job must not automatically delete information covered by a legal hold. Organiza-
tions need processes to identify affected records, suspend relevant deletion routines, preserve
the material, and document when the hold is released. This is a good example of why data
lifecycle management must be coordinated across business, legal, compliance, and IT teams.

11 Data Lifecycle Management

Data lifecycle management brings together the preceding topics into a coordinated process.
Data is created or acquired, validated, classified, stored, used, shared, retained, archived
when appropriate, and eventually deleted or otherwise disposed of.

1. Create or acquire: Establish the source and purpose of the data.

Classify and document: Assign ownership, metadata, and sensitivity labels.
Store and protect: Use approved systems and access controls.

Use and share: Apply authorized purposes and safeguards.

Retain or archive: Follow retention schedules and legal holds.
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Dispose: Delete or destroy securely when permitted.

This lifecycle is not always strictly linear. Data may be updated, copied, transformed,
archived, restored, or placed under a legal hold. A well-designed enterprise process accounts
for these exceptions rather than assuming that data moves through six simple stages only
once.

A practical objective is to make the required handling rules enforceable wherever possible. For
example, a retention policy can drive scheduled deletion, while access policy can drive database
permissions. Policies that exist only in a document but are not reflected in operational
systems are more difficult to enforce consistently.



12 Data Quality and Integrity

Data quality describes how well data meets the needs of its intended use. Common dimensions
include accuracy, completeness, consistency, validity, uniqueness, and timeliness. A dataset
may be structurally valid but still be wrong: a transaction amount of 100.00 is a valid
decimal value, but it may be incorrect for the transaction being represented.

Database constraints provide an important foundation. Primary keys enforce uniqueness
of row identity; foreign keys enforce specified relationships; NOT NULL constraints prevent
missing values in required fields; and check constraints restrict values to defined conditions.
Additional validation may be required to enforce business rules across multiple tables or
systems.

At enterprise scale, quality also depends on integration processes, reference data, business
definitions, and upstream sources. An organization might have three valid representations
of the same country or inconsistent interpretations of a customer’s status. Data stewards
establish definitions and acceptable quality thresholds, while engineering teams implement
validation, monitoring, exception reporting, and remediation.

Quality problems should be managed as operational issues rather than silently ignored. Useful
metrics include the percentage of records with missing required fields, duplicate rates, rejected
loads, stale records, and discrepancies between source and target systems.

13 Master Data and Reference Data

Master data describes important business entities shared across systems. Common examples
include customers, employees, suppliers, products, securities, and legal entities. Master data
typically changes more slowly than transaction data, although some attributes—such as
addresses or account status—may change frequently.

Reference data consists of standardized values used to interpret or categorize other data.
Examples include country codes, currencies, transaction types, business-unit codes, and
industry classifications. Reference data often comes from an authoritative internal source or
an external standard.

Without consistent master and reference data, systems may represent the same entity
differently. One application might identify a customer by an internal ID, another by an
account number, and a third by a legacy code. Entity resolution and master-data management
(MDM) processes help link these representations and maintain authoritative values.

A single source of truth is an authoritative source for a particular data element or business
concept. It does not necessarily mean one physical database contains every copy of the
data. Multiple systems can maintain synchronized or derived copies, provided that authority,
synchronization rules, and conflict-resolution procedures are clear.



14 Data Lineage and Provenance

Data lineage describes where data originated and how it moved or changed as it passed
through systems. Provenance focuses on the origin, history, and context that establish how a
particular dataset or result was produced. The terms overlap, and organizations may define
them differently.

For example, a revenue report may combine transactions from two operational databases,
apply currency conversions, remove canceled transactions, and aggregate results by month.
Lineage records help explain which sources, transformations, and rules produced the final
numbers.

Lineage is important for debugging, impact analysis, auditability, regulatory reporting, and
change management. If a source column changes meaning or an upstream feed becomes
incomplete, lineage can help identify downstream tables, reports, and models that might be
affected.

15 Data Integration, Movement, and Copies

Enterprise data integration moves or combines information across applications, databases,
warehouses, APIs, and external providers. Common approaches include ETL (extract,
transform, load), ELT (extract, load, transform), event streaming, replication, and API-based
exchange.

Every movement of data creates responsibilities. The receiving system must be authorized to
hold and use the information, and the transfer must preserve required security, quality, and
lineage controls. Copying data into a warehouse or analytical platform does not automatically
remove the restrictions associated with the source.

Copies also create consistency and lifecycle challenges. A customer record may be corrected in
the source database while an old version remains in a downstream report or extract. Deletion
requests and retention rules can become difficult to satisfy if the organization does not track
where data has been replicated.

Enterprise pipelines should therefore address validation, duplicate handling, error recovery,
idempotency, reconciliation, and access control. They should also establish who is responsible
for the copied data and how long the copy may be retained.

16 Data Privacy and Permitted Use

Data privacy concerns the appropriate collection, use, disclosure, and retention of information
about individuals. It overlaps with security but is not the same thing. Security protects infor-
mation against unauthorized access or alteration; privacy also asks whether the information
should have been collected or used for a particular purpose in the first place.



Organizations should identify the purpose for which personal data is collected and determine
the applicable legal basis, notice, consent, access, correction, deletion, and other obligations
as relevant to the jurisdiction and activity. Not every privacy law grants the same rights or
imposes the same duties.

Data minimization means collecting and retaining only what is reasonably necessary for a
legitimate purpose. De-identification and pseudonymization can reduce exposure, but they
are not interchangeable: pseudonymized data can often be reconnected to individuals using
additional information, and even de-identified datasets can sometimes be re-identified.

For database design, privacy affects which columns are collected, which users can access them,
how long records are retained, and whether data can be used for secondary purposes such as
analytics, product development, or machine learning.

17 Data Security: Confidentiality, Integrity, and Avail-
ability
The classic security model is the CIA triad:

« Confidentiality: Data is disclosed only to authorized users and systems.

o Integrity: Data remains accurate, complete, and protected against unauthorized or
improper changes.

o Availability: Data and systems remain accessible to authorized users when needed.

These goals require multiple layers of protection. Authentication establishes identity; au-
thorization determines permitted actions; encryption protects data in transit and, where
appropriate, at rest; backups support recovery; and logging helps detect and investigate
suspicious activity.

Security also includes operational safeguards such as patching, vulnerability management,
key management, network segmentation, secure configuration, incident response, and disaster
recovery. A database can have strong access controls and still be vulnerable because of an
exposed backup, stolen credentials, an unpatched server, or an insecure application.

For enterprise systems, security is a continuous process rather than a one-time database
configuration. Controls must cover production, development, testing, analytics, integrations,
administrators, service accounts, and third parties.

18 Audit Trails, Logging, and Accountability

An audit trail records important events involving data, including who performed an action,
what changed, when it happened, and sometimes why it happened. Audit trails are especially



important for financial transactions, regulated records, access to sensitive information, and
changes to critical reference data.

A database’s ordinary transaction log is not necessarily a sufficient audit trail. Transaction logs
support recovery and replication, while an audit trail is designed to establish accountability
and reconstruct relevant activity. A transaction log may be overwritten or unavailable for
convenient investigation, and it may not record the business identity or justification of an
action.

Audit records should be protected against unauthorized alteration and deletion. Access
to the logs themselves should be restricted, and their retention should follow applicable
policies. Excessive logging can also create risk if logs capture passwords, authentication
tokens, personal information, or confidential query results.

A useful audit record might include the user or service identity, timestamp, action, affected
object, result, and correlation identifier. For sensitive business processes, organizations may
also record the approval or business reason associated with an action.

Database connection: Auditability is different from ordinary CRUD functionality. A
system that can update a record is not necessarily a system that can explain and prove who
changed it.

19 Backup, Recovery, and Business Continuity

Backups are copies of data maintained so that information can be recovered after accidental
deletion, corruption, hardware failure, ransomware, or other incidents. Disaster recovery
extends beyond backups to include the procedures and infrastructure needed to restore
systems and resume operations.

Two important recovery objectives are:

« Recovery Point Objective (RPO): The maximum acceptable amount of data loss,
expressed as a period of time.

« Recovery Time Objective (RTO): The target time within which a system or service
should be restored.

For example, a system with an RPO of 15 minutes should aim to lose no more than 15
minutes of data following a disruptive event. An RTO of four hours means the recovery plan
targets restoring the service within four hours.

Backups must be tested. A successful backup job does not prove that the data can be restored,
that the restored database is consistent, or that the application will work afterward. Organi-
zations may use separate backup accounts, immutable backups, offline copies, replication,
and documented recovery procedures to reduce risk.

Backups also complicate data retention and deletion. If a record is deleted from the production
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database, copies may remain in backups until their approved expiration. Organizations need
defined policies for backup expiration, restoration, and the handling of previously deleted or
legally restricted information.

20 Third-Party Data Sharing and Data Contracts

Enterprise data frequently crosses organizational boundaries. An organization may receive
data from vendors, exchange information with business partners, or provide datasets to
regulators and service providers. Such sharing creates obligations that cannot be addressed
solely through database permissions.

Before sharing data, organizations should establish what information may be transferred, for
what purpose, to whom, through which channels, and under what conditions. Contracts and
data-sharing agreements may specify permitted uses, security requirements, retention and
deletion, incident notification, subcontracting, and restrictions on onward disclosure.

A data contract is a more technical agreement between data producers and consumers. It
can define a dataset’s schema, field meanings, types, required values, quality expectations,
update frequency, and compatibility rules. For example, a producer should not silently
change a monetary amount from dollars to cents or redefine a transaction timestamp without
coordinating with consumers.

Data contracts help prevent a common enterprise failure: one team changes an upstream
system, while downstream reports and applications continue to assume the old format or
meaning. Versioning, compatibility testing, validation, and clear ownership reduce this risk.

21 Data in Development, Testing, and Analytics

Production data is often copied into development, testing, research, and analytics environ-
ments. This can be useful because realistic data helps developers identify defects and analysts
understand business behavior. However, nonproduction systems often have different security
controls, user populations, and monitoring capabilities from production.

Organizations should define whether production data may be used outside its original environ-
ment and under what conditions. Options include synthetic data, masking, tokenization, and
appropriately de-identified datasets. Each approach has limitations: for example, masking
may preserve realistic formats but can fail to protect sensitive information if relationships or
rare values remain identifiable.

Data handling requirements should also apply to notebooks, temporary files, debugging
output, exports, and application logs. These artifacts can inadvertently retain information
after the main processing task is complete.
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22 Regulatory Compliance and Policy Enforcement

Organizations may be subject to laws, regulations, contractual requirements, industry stan-
dards, and internal policies governing data. These requirements can address privacy, financial
reporting, records retention, information security, confidentiality, data residency, and evidence
preservation.

The specific obligations depend on the organization’s industry, jurisdiction, data, and activities.
For example, a financial institution may have obligations related to transaction records and
surveillance, a healthcare organization may have requirements for protected health information,
and a public agency may be subject to public-records and government-records rules.

Compliance is not achieved merely by writing a policy. Organizations need controls that
implement the policy, evidence that those controls operate effectively, and procedures for
responding to exceptions. Evidence might include access reviews, retention reports, audit
logs, data-quality results, and records of approved exceptions.

Policies should also address conflicting obligations. Information may be scheduled for deletion
but subject to a legal hold, or data may be useful for analytics but restricted by its original
collection purpose. These situations require documented decisions by the appropriate business,
legal, privacy, and compliance authorities.

23 Data Ethics and Responsible Analytical Use

Organizations increasingly use enterprise data for statistical analysis, machine learning, auto-
mated decision-making, and artificial intelligence. Responsible data management therefore
includes considering whether a proposed use is appropriate, not just whether the data can
technically be processed.

Questions include whether the data is representative, whether its quality is sufficient for the
intended decision, whether sensitive attributes or proxies may produce unfair outcomes, and
whether people can understand or challenge consequential decisions. Historical data can
encode previous errors or inequities, and a technically accurate model can still be inappropriate
for its intended use.

Data provenance, documented definitions, quality controls, access restrictions, and reten-
tion policies all contribute to responsible analytics. Teams should also document relevant
limitations, assumptions, intended uses, and restrictions on reuse.

A dataset originally collected to execute transactions should not automatically be treated
as suitable for every future purpose. Secondary use may require additional approval, legal
review, privacy assessment, or new quality checks.
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24 Putting the Concepts Together: An Enterprise Ex-
ample

Consider a financial institution that maintains a database of customer accounts and securities
transactions.

1. Creation and ownership. The transaction system records purchases and sales.
The designated business owner is accountable for the data, while a steward defines
transaction types and validates business meaning.

2. Classification and protection. Customer identifiers and nonpublic transaction
details receive the appropriate sensitivity labels. Access is restricted according to job
responsibilities, and storage is limited to approved environments.

3. Integration and analytics. Transactions flow into an analytical warehouse. Validation
checks completeness and consistency, while lineage identifies the source tables and
transformations behind reports.

4. Audit and retention. Important changes and access events are logged. Applicable
retention rules determine how long records are kept, and legal holds suspend routine
deletion when required.

5. Archival and disposition. When active use ends, eligible records are archived or
deleted according to approved procedures. Downstream copies and backups are handled
under their respective lifecycle rules.

This example demonstrates that enterprise data management is not one database feature. It is
the coordination of business accountability, technical design, security, operational procedures,
and compliance throughout the data lifecycle.

25 Additional Concepts Worth Knowing

The following topics are useful extensions, particularly for connecting enterprise data man-
agement to modern database architecture.

« Data architecture: Defines how operational databases, warehouses, lakehouses, integra-
tion platforms, and applications fit together.

« Data modeling standards: Promote consistent entity definitions, identifiers, relationships,
naming, and business rules across systems.

e Data mesh and domain ownership: Explore approaches in which business domains take
greater responsibility for publishing and maintaining data products.

» Data observability: Monitors freshness, volume, schema changes, distribution anomalies,
and pipeline failures in production.
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Data sovereignty and residency: Address where data may be stored or processed and
which jurisdiction’s laws may apply.

Data portability and interoperability: Make it possible to exchange, migrate, and
interpret data consistently across platforms and organizations.

Data product management: Treats reusable, well-documented datasets as products
with owners, consumers, service expectations, and support processes.

Enterprise architecture and technical debt: Connects data standards to legacy-system
modernization, redundant platforms, integration complexity, and long-term maintenance
costs.
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